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CCDCOE

The NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE) is a NATO-accredited
knowledge hub offering a unique interdisciplinary approach to the most relevant issues in cyber
defence. The heart of the CCDCOE is a diverse group of international experts from military,
government, academia, and industry, currently representing 34 nations.

The CCDCOE (also referred to as the Centre) maintains its position as an internationally recognised
cyber defence hub, a premier source of subject-matter expertise and a fundamental resource in the
strategic, legal, operational, and technical aspects of cyber defence. The Centre offers thought
leadership on the cutting edge of all aspects of cyber defence and provides a 360-degree view of
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The Centre encourages and supports the process of mainstreaming cybersecurity into NATO and
national governance and capability, within its closely connected focus areas of technology, strategy,
operations, and law. The Centre is staffed and financed by Austria, Belgium, Bulgaria, Canada,
Croatia, the Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary,
Ireland, Italy, Japan, Latvia, Lithuania, Luxembourg, Montenegro, the Netherlands, Norway, Poland,
Portugal, Romania, Slovakia, Slovenia, South Korea, Spain, Sweden, Switzerland, Turkey, the
United Kingdom, and the United States.

The CCDCOE produces the Tallinn Manual 2.0, the most comprehensive guide for policy advisors
and legal experts on how international law applies to cyber operations carried out between and
against states and state actors. Since 2010 the Centre has organised Locked Shields, the biggest
and most complex technical live-fire challenge in the world. The CCDCOE hosts the International
Conference on Cyber Conflict, CyCon, a unique annual event in Tallinn, bringing together key
experts and decision-makers of the global cyber defence community. The conference, which has
taken place in Tallinn since 2009, attracts more than 600 participants each spring.

The CCDCOE is responsible for identifying and coordinating education and training solutions in the
field of cyber defence operations for all NATO bodies across the Alliance. NATO-accredited centres
of excellence are not part of the NATO Command Structure.
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